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1. Introduction

URLSCAN is used to perform different types of web scans and to analyze different 10Cs such
as IP address, domains, Hashes, filenames, and others.

URLSCAN is a tool used by different security teams such as Security Analyst, Cyber Threat
Intelligence, Threat Hunting, Incident response team, and others.

The tool is divided into 2 versions (community version and paid version).
We will focus on the community version that is available for free.

NB: In our case, we need two menus (Home and Search).

: 23] - 2 b ; . .
urlscan. A Home Q search # Live e API ¥ Blog R Docs @ Pricing i 3 Login SecurltyTralls
.
urlscan.io
A sandbox for the web
P PublicScan | %FOptions
Recent scans

& UurL Age Size & Ips ™
0O vedconf.us/webinars/Multi-State_Tax_Issues_for_Payroll_2022_3009500442/86 8 seconds 2 595KB 27 5 a =
seguro.topbrasil 10.com.br/cart 11seconds 645KB 24 14 4 @&

Figure 1 URLSCAN Home dashboard

Sponsored by
O urlscan. A Home Q Search ® Live BR AP ¥ Blog A Docs (K9 Pricing 2 Login SeCllrltyTralls

ARecorded Future’ Company

Search for domains, IPs, filenames, hashes, ASNs

*l E

Searchresults
@ URL Age Size & IPs ™ A&
www.firstnetimpressions.com/ m 6seconds B 957KB 50 8 3 =
monitoringwp11.hostingservice.fi/ EEA 6seconds B2 1KB 1 1 1 &=
it ly/3v6FEAVGET EfA 7seconds B2 8s0KBE 6 2 2 EE
treateryowler.com/ m 7seconds B¢ 154KB 16 6 2 E

Figure 2 URLSCAN Search dashboard

2. HOME

Once we click on this menu, we can see the scanned queries by the users from different
locations.

pg. 6 OSINTAFRICA.NET




By default, the tool shows the public scan mode, if you want to leave the default mode and
scan anything, the scan will be visible to everyone.

So, we advise you to click on option and used the private mode if you do not want other
people to see the query you entered, this option can also help to avoid alerting the threat
actor about your findings.

uriscan.io

A sandbox for the web

Visibility o[ oEm © documentation
Figure 3 Scans options
URLSCAN can anonymize your identity. For instance,

e If you want to hide your location, you can click on “country selection” or auto (be
aware that the Country selection for the private mode works only on the Commercial

plans)
e You can change the “User Agent”. For example, if the website you want to scan is
for a mobile phone — you can choose one of the Android User Agents.

You can also customize your own User Agent.
e The “HTTP referer” can be used to custom the HTTP header before scanning.
Visibility (0] pubiic @] uniist-d O] documentation

Country Selection O@Aute OFpe OEEus O e ONNFR OSfEe O=n. Ol*lca OIIIT

OEEs Ofmse O+4-F1 Ofmpk OfEno OfEis O@EAu

commercial plans

User Agent X
Default - Latest Google Chrome Stable on Windows 10 v

Custom User Agent

HTTP referer

Figure 4 customize your User Agent

Now, let’s scan in a private mode a URL in hazard and analyze its behavior.
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www.reddit.com
=

Submitted URL: out.reddit.com/
Effective URL: www.reddit.com/

Submission: On October 25 via manual (October 25th 2022, 2:58:20 pm UTC) from US™= Scanned from DE ™

ASummary $*HTTP 222 A Redirects iCrLinks 18 WMBehaviour 4*Indicators | &Similar EDOM [ Content ERAPI
Summary Screenshot [ e screarot 3ot mae

Orssr D
This website contacted 12 IPs in 2 countries across 9 domains to perform 222 HTTP transactions. vt e

The main IPis 151.101.129.140, located in United States and belongs to FASTLY, US. The main domain
is www.reddit.com. The Cisco Umbrella rank of the primary domainis 3210.
TLS certificate: Issued by DigiCert TLS RSA SHA256 2020 CA1 on July 3rd 2022. Valid for: 6 months.

www.reddit.com scanned 3 times on urlscan.io
urlscan.io Verdict: ©

Live information

PN J5U 557 3 FESRL N

Figure 5 Private scans

After submitting the URL, we can see the IP address 151.101.129.140 from the submitted
URL following the submitted URL and the effective information.

From the right side, we have 5 menus.

Sedui'ityTraiIs

W8 Add Verdict

Figure 6 Other tools available on URLSCAN

The menu “Lookup” allows you to find different tools such as Virus Total, crt.sh, and Riskiq
.... The tools can help you find more details about the submitted domain (click on each of
them to learn more about it).
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urlscan.io (IP)

urlscan.io (Domain)

hcii VirusTotal _
SecurityTrails E_.
crt.sh
RisklQ

Google Safe Browsing g )
Archive.org D_ N g
@

—  (Google Safe Browsing !

Figure 7 Choosing tools for your analyzing

The option “Go To” brings you to the domain submitted webpage (be careful before you
click on it in case it is a malicious domain, you might be compromised).

The option “Rescan” is used to rescan the submitted URL.

The options “Add Verdict” and “Report” are used to add some comments about the
submitted domain and contain some details about the scan report.

In the next section, we describe in detail the 11 Menus in blue color.

MASummary &HTTP 222 A Redirects  1CrLinks 18 WBehaviour <Indicators | & Similar EIDOM [ Content ERAPI D

2.1 SUMMARY

Click on the “Summary button” to find more details about the menu.

The menu contains all details about the submitted domain.
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Submission: On October 25 via manual (October 25th 2022, 2:58:20 pm UTC) from US™  — Scanned from DE 8

MASummary &HTTP 222 A Redirects iCrLinks 18 WBehaviour 4Indicators | & Similar EDOM [ Content S2API

Summary Screenshot
O rmise e

This website contacted 12 IPs in 2 countries across 9 domains to perform 222 HTTP transactions. ot s
The main IPis 151.101.129.140, located in United States and belongs to FASTLY, US. The main domain
is www.reddit.com. The Cisco Umbrella rank of the primary domainis 3210.

TLS certificate: Issued by DigiCert TLS RSA SHA256 2020 CA1 on July 3rd 2022, Valid for: 6 months.

www.reddit.com scanned 3 times on urlscan.io

urlscan.io Verdict: (]

Live information

Google Safe Browsing: @
Current DNS Arecord: 151.101.193.140
Domain created: April 29th 2005, 19:59:19 (UTC)

Domain registrar: MarkMonitor, Inc. Page URL History m
1 out.reddit.com/ (IR
out.reddit.com/ [IErY
Domain & IP information www.reddit.com/ [T

IP/ASNs IP Detail Domains Domain Tree Links Certs Frames Detected technologies

Figure 8 Summary dashboard

Figure 7 (Figure 9 Summary dashboard) shows in particular:

e The number of domains and IPs that were contacted by the submitted domain,
e The main IP address with a location and the domain hosting provider are also
available,

e The certificate detail used by the website with his validity period,
e The website was scanned 3 times,

www.reddit.com scanned 3 times on urlscan.io

Figure 10 Shows the number of times the website was scanned
e Show scan

This submenu shows you the number of times the domain has been already scanned. You
can click on each scan to have more details such as how the domain looks at the time it was
scanned, the IP address, ASN behind the domain at the time it was scanned.

Search for domains, IPs, filenames, hashes, ASNs

page.domain:www.reddit.com Q Search x @ Help

Search results @ Details: Hidden
@ URL Age Size & IPs ™
www.reddit.com/r/ucl2022finall/%20https:/www.reddit.com/r/uclfinalon/%20https:/.. m Smonths &% 2KB 1 1 1 E
www.reddit.com/r/jpaulstwoodleylivetv/ m 6months & 2MB 58 10 |

Figure 11 scanned links or domains

e Domain classification
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The second part of the Summary menu is the classification of the domain provided by
Google Safe Browsing.

urlscan.io Verdict: (v

Live information

Google Safe Browsing: @

Current DNS Arecord: 151.101.193.140

Domain created: April 29th 2005, 19:59:19 (UTC)
Domain registrar: MarkMonitor, Inc.

Figure 12 Domain classification

The figure shows that Google Safe Browsing classified the domain as “No classification”
which means that the domain is cleaned following the rating score available on Google Safe
Browsing.

e Domain and IP information
7 submenus are available:

Domain & IP information

IP/ASNs [P Detail Domains Domain Tree Links Certs Frames

Figure 13 Domain and IP information

The menu IP/ASNs contains the information about all the IP addresses contacted by the
domain while being submitted with their ASN (Autonomous System Number).
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IP/ASNSs IP Detalil Domains Domain Tree Links Certs Frames

P IP Address AS
17102 2a04:4e42:400::396 ®E 54113 (FASTLY)

9 151.101.193.140 ®E 54113 (FASTLY)

35 2a04:4e42:600:396 ®E 54113 (FASTLY)

44 2a04:4e42::396 ®E 54113 (FASTLY)

32 151.101.129.140 =E 54113 (FASTLY)
1 52.28.126.87 ™& 16509 (AMAZON-02)
1 2a00:1450:4001:827::2008 M@ 15169 (GOOGLE)
1 35.244.174.68 ®,E 15169 (GOOGLE)
1 65.9.95.63 EE 16509 (AMAZON-02)
3 2a00:1450:4001:806::200d ™® 15169 (GOOGLE)

Figure 14 Information on IP contacted

You can click on each IP address and ASN to find more information.

The submenus “IP Detail” “Domains” and “Domain Tree” contain some information about
the IPs and the domains contacted by the submitted domain. You can click on each section
to see the information available.

Domain & IP information

IP/ASNs |P Detail Domains Domain Tree Links Certs Frames

102 & ®E 204:4042:400: : 396 (United States) 1 redirects 4
ASN54113 (FASTLY, US})

out.reddit.com
www.redditstatic.com
alb.reddit.com

94 BE 151 _101.193.140 (United States)

Figure 15 Details related to the IP address

The submenu “LINK” contains all the links redirecting to others domains or URLs.
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Domain & IP information

[P/ASNs I[P Detail Domains Domain Tree Links Certs Frames

This site contains links to these domains. Also see Links.

Domain

alb.reddit.com

www.yahoo.com

www.spiegel.de

www.golem.de

www.n-tv.de

www.theverge.com

i.imgur.com

rp-online.de

Figure 16 Links on the website

You can click on each link to get more details about it.

The submenu “Certs” contains the list of all certificates used by the submitted domain with
the validity period.

Domain & IP information

[P/ASNs I[P Detail Domains Domain Tree Links Certs Frames

Subject Validity Valid

*reddit.com 2022-67-03 - 6 months
2022-12-30

www.redditstatic.com 2022-07-03 - 6 months
2022-12-30

*redditmedia.com 2022-10-16 - 6 months
2023-04-14

*redd.it 2022-07-04 - 6 months
2022-12-31

Figure 17 Certificates used by the website
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You can click on the crt.sh on the right side to get more details about the certificate

Subject Validity Valid
*reddit.com 2022-07-03 - 6 months
2022-12-30

Figure 18 Click on Cert.sh for more details

The submenu “Frames” shows you if the website is using any URL Frames.

IP/ASNs IP Detail Domains Domain Tree Links Certs Frames

This page contains 4 frames:

Primary Page: www.reddit.com/

Requests: 195 HTTP requests in this frame

Frame: www.redditmedia.com/gtm/jail?id=GTM-5XVNS82

Requests: 2 HTTP requests in this frame

Figure 19 URL Frame used by the website

e Image

After describing different submenus from the Summary, from the right side, once the
domain has been submitted, the main image from the website will appear in real-time.

We can see how the website behind the domain submitted looks like. This is very important
during an investigation, for example when you are analyzing a phishing issue, it is necessary
to view the website without connecting directly to it.
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Screenshot enshot | =Full Image

Figure 20 Image of the website scanned
You can click on “Live screenshots” and “Full Image” to have better visibility of the image.
e Detected technologies

Here, we can find some technologies used by the domain. Notice that this is very important
for you as an analyst. For example, when the website is compromised, the threat actor
might embed malicious code into the website, by checking this, you might find out the
malicious code embedded within your website, checking this, can also help you to find some
technologies that need to be updated or are not in use anymore.

Detected technologies
@ Reddit

G Google Sign-in

5 Datadome

=8 Google Tag Manager

{lilif

Figure 21 Technologies available on the website
e Page Statistics

This section shows you the whole details about the submitted URL such as HTTP request,
domains, subdomains, cookies, IP, etc ...
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Page Statistics
228 100 50 9 20

14685
11 2 7384 7/

Figure 22 Statistic of the URL scanned

2.2 HTTP

In this menu, we can see all the HTTP transactions after the URL has been submitted.

The HTTP transactions consist of all the resources (HTLM, Script, AJAX, Images ...) the
website uses.

MSummary #*HTTP 228 A Redirects iCrLinks 20  WMBehaviour 4Indicators | & Similar EDOM [ Content EAPl

228 HTTP transactions B Everything lHTML B Script I AJAX K CsS I Image

& Expand all
Method Resource Size Time Type P
Protocol Status Path x-fer  Latency MIME-Type Location
& GET 200 / 2MB  835ms  Document 151.101.193.140 [« |
H2 www.reddit.com/ text/html = FASTLY
Redirect Chain

« http://out.reddit.com/ 4

« https:/out.reddit.com/ =¥

« https://www.reddit.com/
& GET 200  runtime~Reddit.179c646d0005aabdddd2 js 92KB 125ms  Script 2a04:4e42:400:396 ﬂ
H2 www.redditstatic.com/desktop2x/ application/javascript =E FASTLY
& GET 200 vendars~CommentsPage~ModerationPages~Reddit~reddit-components-ClassicPost~re  32KB 8&ms  Scrint 2a04:4e42:400::396 [ 3 |

Figure 23 HTTP transactions after the URL submission

This section is very useful for the analyst.

Click on one of the options available
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I Everything lR HTML | | Script| |k AJAX & €SS B Image || -I= Expand all

Size Time Type IP
x-fer Latency MIME-Type Location

Figure 24 Images available after submitting the URL

In our case, we click on the button “Image” to find the image described in the section Image
and all the files used by the image.

FULINIBSIVIL U1 ULLUUET £U VId 1IGHUEGLUUET £0U1 £U£L, QULLU HTU IO U AL s — SLATHEU U UL =
] e [ T R

228 HTTP transactions M Everything B HTML BiScript A BCss B image
Method Resource Size Time Type P
Protocol Status  Path x-fer Latency  MIME-Type Location
OGET 200 truncated 1KB Image E
DATA oK / image/png

GET 200 communitylcon_g2yfOexbnur91.png 11KB 71ms Image 2a04:4e42:600::396 E
H2 styles.redditmedia.com/t5_37k29/styles/ image/png B FASTLY

GET 200 render TimingPixel.png 67B 21ms Image 2a04:4e42:400::396 E
H2 www.redditstatic.com/desktop2x/img/ image/png B FASTLY

GET 200 rj80g8rmqgdw91jpg 41KB 69ms Image 2a04:4e42::396 E
H2 preview.redd.it/ image/webp B FASTLY

GET 200 078Z13HKUINIBUJO?XoxWsylbLI-ZZY7wp_38SEN1Q.jpg 22KB 30ms Image 2a04:4e42::396 E
H2 external-preview.redd.it/ image/webp B PASTLY

Figure 25 Images available after submitting the URL 2

Click on the “expand” sign to see more details about each file.

& GET 200 rj80g8rmg4w91.jpg 41KB 69ms Image 2a04:4e42::396 a
H2 preview.redd.it/ image/webp = FASTLY

Genera
FullURL  https:/preview.redd.it/rj80g8rmq4w91.jpg?width=640&crop=smart&auto=webp&s=23ecd0f9f488d7e7f5af65ffc197a5a4d317a184
Requestedby  Host: www.reddit.com
URL: https://www.reddit.com/
Protocol  H2
Security TLS1.3,,AES_128 GCM
Server ™ 2a04:4e42:396, United States, ASN54113 (FASTLY, US),
Reverse DNS
Software
ResourceHash  fb0687e1bdb183681c2e5a3bb507a209dfeacd1b23f53fd2df46ea82096df0as

Figure 26 Image expanded to see more details

We can observe that:

e The Full URL shows the requested image from the Host: www.reddit.com.
e We can find others information such as the server’s name used, the TLS protocol
version used, the Hash of the image used, the software used, and others ...

Click on the Show headers to find the details about the request headers and the response
headers from the server side.
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http://www.reddit.com/

& GET 200

H2

General
Full URL
Requested by

Protocol
Security
Server
Reverse DNS
Software
Resource Hash

Request headers

accept-language
Referer
User-Agent

2a04:4e42::396
= FASTLY

Image

image/webp
Q Checkarchive.org | ® Show headers @ Download. # Goto @ Show image

https:/preview.redd.it/rj80g8rmq4w91.jpg?width=640&crop=smart&auto=webp&s=23ecd0f9f488d7e7f5af65ffc197a5a4d317a184
Host: www.reddit.com

URL: https://www.reddit.com/

H2

TLS 1.3,,AES_128 GCM

= 2304:4e42::396, United States, ASN54113 (FASTLY, US),

rj80g8rmqg4w91.jpg 41KB 69ms

preview.redd.it/

/
t 1b23f53fd2df46ea82096dF0a5

81c2e5a3bb507a209dfeacd

Response headers

de-DE,de;q=0.9 date  Wed, 26 Oct 2022 08:01:30 GMT
https://www.reddit.com/ via  1.1varnish, 1.1 varnish
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KH nel ["report_to": "w3-reporting-nel’, "max_age": 14400, “include_subdomai
TML, like Gecko) Chrome/106.0.5249.119 Safari/537.36 ns": false, "success_fraction": 0.2, “failure_fraction": 0.2}
server snooserv
etag "+xbV630GK5pXK4HuoGTbeFlwz3bnKizdHGO7CwvxJKO"
vary  Accept, in
report-to  [{"group": "w3-reporting-nel”, "max_age": 14400, "include_subdomains":

true, "end| s": [{ "url": "https://w3-reporting-nel.reddit.com/report
s" 11}, {"group": "w3-reporting”, "max_age": 14400, "include_subdomain
T T . roddit - e

<" tria "

Figure 27 Show the details of the headers

A click on check archive.org leads you to the website https://web.archive.org (You can
Google search to find more information about it)

& GET 200

H2

General
Full URL
Requested by

Protocol
Security
Server
Reverse DNS
Software
Resource Hash

2a04:4e42::396
== FASTLY

41KB 69ms

Image

image/webp

rj80g8rmqgdw91.jpg

preview.redd.it/

® Show headers |@Download|  Go to @ Showimage

https://preview.redd.it/rj80g8rmaqdw91.jpg?width=640&crop=smart&auto=webp&s=23ecd0f9f488d7e7f5af65ffc197a5a4d317a184
Host: www.reddit.com
URL: https://www.reddit.com/

snooserv/

182096df0as

e5a3bb507a209dfeacd1b23f53fd2df46e

fbe687e1bd

Figure 28 Archive.org

Click on each option (HTLM, Script, AJAX, Images) available to learn more about.

2.3 REDIRECT

Here, you find all the redirect links on the website.

Page URL History

This captures the URL locations of the websites, including HTTP redirects and client-side redirects via JavaScript or Meta fields.

1. out.reddit.com/ [[IEEA
out.reddit.com/ m
www.reddit.com/

2.4 LINKS

Figure 29 Redirecting links on the website

The page contains all the links available on the website.
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https://web.archive.org/

LusLuvE une. YWY SuaILLUTTY

Submission: On October 26 via manual (October 26th 2022, 8:01:26 am UTC) from ATams — Scanned from DE®®

ASummary #HTTP 228 A Redirects 1CrLinks 20 WMBehaviour 4rIndicators | & Similar [EDOM [ Content ERAPI ‘ |

20 Outgoing links
These are links going to different origins than the main page.

URL: alb.reddit.com/cr?z=gAAAAABjWOIZyPfpLM4aQ8iMrkfmUY1zXpZhSzSfRn3rDGongmqgeogg7WTWiti3wHwY IPwsWY|7efPwGspCP6HDKKOK_fNDhcY-
8xD1XgrTL4srunovG3DQmLKXCGfMK-
ZOPBXRyA12qONvBWFLSzQ3wknz5BinC9SwS3AJmF5gv2GgMESuUsktVs3uthbzQZV_wCumBIgqéhBJnzknpETU4w_hbJIpx4FQAelLshigAdVnrHTd9Cuh8KOTBOPGPKO8Ej20n14Jylt9m
Vmn8cF12C-

ExAQIpuiN5PdweaDL1Yoc8K7Bx59gf2MZP_r2yFriGlacsBigDicAByOUNJbCMbBFSbAJJ 1s7rl6ydF8QizU9F_9RUx37XeaiBWQakLybCWtVKAgsaANfrRVjm2mX_mxfpQ1W9sPS_sugloxUt
romDPMHZiq3nFQ3tyUjcgrOq8tsbyWSTXzwkiPYrPMuv6ZDuv]LI3f4X07SZjvQRnxavT 1s9htéfSpyaWAsTzneuhpKhLtBek2biBqopG_GR4EI7PSDgDdcDLQkh95NiOtSeNcUCohfsJFSLbR!
UbqgE8WtW5QTQGZvtJGIMpTTZj2SBeOFds 1x5fMs714quFJhEIASiloiiQD 1z0oxDC3owQFfNPW3vvNE 9t 2Kpgu0SOg41ZRPqqOzro2-XpEm44DpCIXbLZ5MeGWSS5-djmpr9IS-
6ESuJxMI-e8V9-mNOr 1T4r_vsdBOCBT4T5ks3z25XURzKDq_a-DAyaP90suDyf9X9ADncpSY3aC5Gic5ZCtLIRVPMSYOchEKLBOWesZLk71bIPwULwW2IBrnptOMsZkqj_3NIu58PD7d-
uoo5vfbBW8ws 1bguvjsoHWbX5IcKyrwgweun_gfvg IY2ESP4ARPHNG7RDHW_4p7XWDoXc051EP8zAQABDcaeqOGzqRL%j3FCJsgnuPhal 7WDXcjjC4eOBkqb6DrYSqWDoc1q__67udAyVv!
Kc8cltbalLEKd004USwWPjY6y_ka_EDylzFnympcfWCaag84SfpAGKQZ7UBK1c4c8waw1VVemDU-P4_avqTPEvPo4DdL_dVb-9EwBY27A1clamDDOgJlagDJYXAY 5wOP-
ulu3CNrAWLoGVmjC3WtBDh_QBDbIYDK7aBWah2qjG-xV3BezonHRIjX22LD9dNu2Lp4n709XoDoWhWMYFEx6yLvNsltpXHIyp4IVHNylpV)5fenyhoRLZC-

Figure 30 Links available on the website

You can click on each of them or scan each of them for more details

2.5 BEHAVIOUR

The menu contains information about the Security Headers, the Cookies, and the JavaScript
global variables used by the website.

Submitted URL: out.reddit.com/
Effective URL: 'www.reddit.com/
Submission: On October 26 via manual (October 26th 2022, 8:01:26 am UTC) from AT mms — Scanned from DE ==

ASummary XHTTP 228 A Redirects 1CrLinks 20 WMBehaviour <4 Indicators | & Similar EIDOM [k Content ERAPI D

30 JavaScript Global Variables

@ These are the non-standard "global" variables defined on the window object. These can be helpful in identifying possible client-side frameworks and code.

0 1 onbeforeinput oncontextlost oncontextrestored structuredClone launchQueue

getScreenDetails querylLocalFonts navigation __SUPPORTS_TIMING_API __perfMark 1

Figure 31 Variable used by the website

7 Cookies

@ Cookies are little pieces of information stored in the browser of a user. Whenever a user visits the site again, he will also send his cookie values, thus allowing the website to re-identify
him even if he changed locations. This is how permanent logins work.
airo Domain/Path Expires Name / Value

v XX redditcom/ 1970-01-20 Name: loid
16:35:31 Value: 0000000000tp240810.2.1666771288000.Z0FBQUFBQmpXT 2xZckdNeEIFQjdBa2I0MGtk TzBOeVIIcWszUTIOSnRo TnpOOFpvRINRWkBYd3ZIN1k5cmh
JQUINjFINjhwb1VIb2dOM 1hwNVVUY2RMRFpWazNGYS1KcEQ4aDdaZnQ5R2kxcE SyWkx2WDhSaEIVRURCSGIVVGpULUJLbGpiU2Z5ZFM

v XV reddit.com/ 1970-01-20 Name: token_v2
16:35:31 Value: eyJhbGeiOiJIUzIINilsInR5cCl61kpXVCI9.eylleHAIOJE2ZNjYANTc 1NjgsInN 1Yi161i1Xb2NweVIjMmSVNDJSUWJIOUIZJMWIZUWNAMW 1ad3cil.CJsb2dnZ
WRIbil6ZmFsc2UsInNjb3Blcyl 6WylgliwiZW 1haWwilC JwaWkiXX0.5BbYBics4cTnOMIV6qPF 1dBW3jtJ17FLMr 1y Tk JeciM

Figure 32 Cookies used by the website
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Security Headers

This page lists any security headers set by the main page. If you want to understand what these mean and how to use them, head on over to this page

Header
Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-Xss-Protection

Value

max-age=31536000; includeSubdomains
nosniff

SAMEORIGIN

1; mode=block

Figure 33 Security headers

2.6 INDICATORS

This menu contains all the domains, IP addresses, and hashes used by the websites.

Effective URL: ‘www.reddit.com/

Submission: On October 26 via manual (October 26th 2022, 8:01:26 am UTC) from AT mmm — Scanned from DE &=

&similar EIDOM K Content ERAPI C]

EHTTP 2288 ARedirects  1CrLinks 20  WlBehaviour 4 Indicators

ﬁSummary

Indicators

This is a term in the security industry to describe indicators such as |Ps, Domains, Hashes, etc. This does not imply that any of these indicate malicious activity.

a.thumbs.redditmedia.com
accounts.google.com
alb.reddit.com
api-js.datadome.co
b.thumbs.redditmedia.com
emoji.redditmedia.com
external-preview.redd.it
gateway.reddit.com
gql.reddit.com

i.redd.it

id.rlcdn.com
out.reddit.com
preview.redd.it
sb.scorecardresearch.com
styles.redditmedia.com

Figure 34 Indicators used by the website

2.7 SIMILAR

This menu shows some information about the URLs, ASN numbers, IP address, and domains
scanned on the website.

www.reddit.com
=

Submitted URL: reddit.com/

Effective URL: www.reddit.com/

Submission: On October 26 via manual (October 26th 2022, 1:52:07 pm UTC) from AT mmms — Scanned from DE W&

Attention — Structurally Similar Hits

Structurally similar hits are only be visible to signed-up users!

2 hits for the same domain CESEY 10000+ hits for the same ASN but different domain
& URL Age Size & IPs ™ f#A & URL Age Size & IPs ™ M
# www.reddit.com/r/ucl2022finall/%20http Smonths 2KB 1 1 1 E @ www.principal.convindividuals/build-yo aminute 2MB 59 21 4 =

s:/www.reddit.com/r/ucifinalon/%20http ur-knowledge/5-tips-help-protect-your
(28 -0...
@ www.reddit.com/r/jpaulstwoodleylivetv/ 6months 2MB 58 10 2 ®E & www.bbthat.com aminute 463B 1 1 1 =E

Figure 35 Websites with some similarities
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2.8 DOM

This menu is very useful as it has the whole map of the website such as the scripts used by
the website, the HTML code used by the website, and others.

DOM tree

Figure 36 Website map (structure and content of a document on the web)

2.9 CONTENT
the Form (Google search for Form object DOM) used in DOM is available.

www.reddit.com

=
Submitted URL: reddit.com/
Effective URL: www.reddit.com/

Submission: On October 26 via manual (October 26th 2022, 1:52:07 pm UTC) from AT mmm — Scanned from DE ™R

Form analysis

/search/

SGtWAUEmFe-hdnyT" metho

arch/" autocomple
hidden="t

* class ><i class="_3ylUT2QXS58n \"></i>¢</div><span aria-liv NXwgRz01">In ganz Reddi

</label><input type="search” class="_1K7ubH9z5vOE6(1932fjQU" id="header-search-bar" name="q" placeholder="Search Reddit" value=""></form>

<form><button role="button" tabindex="0" type="submit" class="_1t168pPnLBjR1iHcL7vsee _2iuoyPiKHN3kfOoeIQalDT _10BQ7pjWbeYP63SAPNSSTs HNozj_dKjQz59ZsfEegz8 ">Alle akzeptierenc/button></form>

Figure 37 Content

2.10 API
The APl used by URLSCAN to get the information from the servers

3 SEARCHES

URLSCAN can help to perform different types of searches to find more information about an
indicator such as IP address, domain, file, hash, ASN number, and others.

Click on the “Search” button.
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O urlscan. A Home Q search # Live ER APl ¥ Blog A Docs @ Pricing 2 Login

Search for domains, IPs, filenames, hashes, ASNs

*l m

Search results

@ URL Age Size & IPs W &

vmi1132423.contaboserver.net/login_up.php 3 14seconds (<] iMB 18 4 2 Hm

Figure 38 Searches types available

It is very important to first read the documentation. Click on the “Help” button to read
about how to perform different searches.

Let’s give some examples of queries that we can perform in the Search menu.
e Example 1: Search for the domain

If you want to find more information about a specific domain such as how the domain
looked before and the connection between the domain with others domains or websites,
you can use the “domain:” query. For this purpose, let’s adopt the website microsoft.com.

Search - urlscan.io

JTAlull vl uulliallls, 1r 3, Hichialirxcd, 1idasi 1cd, AJIND

domain:microsoft.com m © Help

Searchresults

@ URL Age Size & IPs W
O support.microsoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-.. m 2minutes 5 1MB 78 16 5 @
O supportmicrosoft.com/en-gh/windows/wi vs-update-fag-8a903416-6f45-0718-f5c7-... m Iminutes 5 1MB 77 17 3 ®&
O azure.microsoft.com/en-us/products/container-registry/ T 3 minutes &= 1MB 3 3 E
O supportmicrosoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-... m 3minutes 5 1MB 77 16 5 e
O login.microsoftonline.com/cc62362b-3025-4930-9d5b-d4c515238cea/oauth2/authorize... m 4minutes &8 371KB 20 6 2 E
O fraction.azurewebsites.net/ m 4minutes B 370KB 17 9 1 E
(m] login.microsoftonline.com/08bc5b30-0a1f-4755-a522-64f5326319b5/cauth2/v2.0/auth... m 5 minutes & 366 KB 19 6 1 EE
O supportmicrosoft.com/en-us/windows/windows-update-faq-8a903416-645-0718-f5¢7-... m 10 minutes &% 1MB 78 17 5 e
0 v microsoft.com/ja-jp/microsoft-365?ms.url=office 36 5com&rtc=1 m 10 minutes 52 2MB 40 7 e
(m] cs-marketingsites-eas-ms-com.akamaized.net/en-us/?ric=1 m 10minutes 5% 894 KB 54 13 3 e

Figure 39 Find a connection with other domains

Figure 38 shows the results of the search, in particular, the domain Microsoft.com with
different subdomains related to Microsoft.com and other domains or websites where
Microsoft.com was mentioned following along with the time and the location it was
scanned.

If you click on each link where Microsoft.com is mentioned, you can see how the domain
was at the time scanned. This technique can also help you as an analyst to find out how the
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https://urlscan.io/search/#domain%3Amicrosoft.com

domain looked in the past. Many phishing websites changed the website interface after
abusing many people over the internet so this technic can reveal such activity.

As you see, they are some domains or subdomains where Microsoft.com is not mentioned,
therefore, we need to find out the relation between Microsoft.com and the domain.

i sl i microsoft.col

Search results

0O O OO OO O O

URL

support.microsoft.com/en-us/windows/windows-update-faq-8a903416-6f45-0718-f5c7-..

support.microsoft.com/en-gh/windows/windows-update-fag-8a?03416-6f45-0718-f5c/-..

azure.microsoft.com/en-us/products/container-registry/

support.microsoft.com/en-us/windows/windows-update-faq-8a%03416-6f45-0718-f5c7-..

login.microsoftonline.com/cc62362b-3025-4930-9d5b-d4c5f5238cea/oauth2/authorize...

fraction.azurewebsites.net/

login.microsoftonline.com/08bc5b30-0alf-4755-a522-64f5326319b5/0auth2/v2.0/auth...

support.microsoft.com/en-us/windows/windows-update-faq-8a%03416-6F45-0718-f5c/-..

Figure 40 Relationship between domains

Click on fraction.azurewebsites.net, go to HTTP transaction, search for Microsoft.com

H2

GET
H2

GET
H2

GET
H2

GET
H2

GET
H2
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200

200

200

200

200

stats.g.doubleclick.net/j/

ga-audiences 42B 147ms

www.google.com/ads/

vilmin.css 304B  119ms
appservice.azureedge.net/css/ Frame 7803

ai.0js 94KB  29ms

az416426v0msecnd.net/scripts/a/
Frame 7805

2017.htm 3KB  29ms

appservice.azureedge.net/html/

Frame D183

Redirect Chain

- https://zo.micrasorteom, fwlink/Zlinkid=2095513
- https://appservice.azureedge.net/html/2017.html

bootstrap.min.css 138KE 118ms
ajax.aspnetcdn.com/ajax/bootstrap/4.1.1/css/ Frame D183

text/plain == GOOGLE

Image 2607:f8b0:4006:81c::2004

image/gif = GOOGLE

Stylesheet 2606:2800:11f:17a5:191a:18d5:537:22f%
text/css B FDGECAST

Script 2606:2800:11:17a5:191a:18d5:537:22f9

application/x-javascript

Document
text/html

Stylesheet
text/css

Figure 41 Relationship between domains 2

== EDGECAST

2606:2800:111:17a5:191a:18d5:537: 2212
B EDGECAST

152.199.4.33
B EDGECAST
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As you can see, Microsoft.com is used as a redirect chain. This technic is often used by the
threat actor to hide their activities and it can be also used to find the correlation between
the domains.

e Example 2: Search for IPs

Search - urlscan.io

Search for domains, IPs, filenames, hashes, ASNs

ip:"23.35.192.180" @ @ Help

Search results
& URL Age Size & IPs ™ #&
O support.microsoft.com/en-us/wi ws-update-fag-8a%03416-6f45-0718-f5¢7-... m 3hours &8 1MB 78 16 5 @

O  support.microsoft.com/en-us/windo dows-update-faq-8a903416-6f45-0718-f5¢7-.. 3 4hours #OAMB 77 17 5 e
D support.microsoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-... m 4hours &8 1MB 79 17 5 @
D support.microsoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-... m Shours B 1MB 79 17 5 @
O support.microsoft.com/en-us/windo ndows-update-faq-8a%03416-6f45-0718-f5c7-... m Shours B8 1MB 78 16 5 @
no- tinAnta frm OAONDA1L LFAC ATA0 $E5T [ Y 2R 1wmp 70 17 P

Figure 42 Using different types of searches

As you see in figure 41, we entered the IP address 23.35.192.180 and we got the
domains and subdomains behind the IP address. This technique can be used to find
phishing-related domains behind an IP address.

e Example 3: Search for Hashes

The hash can help you to make a correlation between the domains. Usually, the threat
actor can use the same file but changed the domain, so this technic is a good one to find
such activity.

For instance:

Click Microsoft.com, go to HTTP transaction, and expand one http transaction request
where the hash is available.
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https://urlscan.io/search/#ip:%2223.35.192.180%22

78 HTTP transactions

Method Resource Size Time Type P

Protocol Status Path x-fer  Latency MIME-Type Location

AAGET 200/ 4028 5ms Document 2001:1900:2384:f00:: 1fe
H/1.1 OK ctldlwindowsupdate.com/ text/html " | FVEL3

AGET 200  defaultaspx ™ ok 104ms  Document 2603:1030:c04:3:116 ﬂ
H/1.1 OK fe2.update.microsoft.com/windowsupdate/vé/ text/html B \MICROSOFT-CORP-MS...

Redirect Chain
http://windowsupdate.microsoft.com/ <
http://fe2.update.microsoft.com/ 4
http://fe2.update.microsoft.com/windowsupdate/vé/default.aspx

General Q Check archive.orz | ® Show headers @ Download 4 Goto

FullURL  http:/fe2.update.microsoft.com/windowsupdate/vé/default.aspx
Requestedby  Host: ctldl.windowsupdate.com
URL: http://ctldl.windowsupdate.com,
Protocol  HTTP/1.1

Server EE 7603:1030:c04:3:116, United States, ASN8075 (MICROSOFT-CORP-MSN-AS-BLOCK, US),
Reverse DNS
Software
Resource Hash

5f5bbfec7fef553ad4@cddb7a99301ed347b%aa615797664

Figure 43 Find the connection with the domain

Over the mouse on the hash and copy the hash, click on the Search menu, and enter the
guery as you see in figure 42.

G a] https://urlscan.io/search/#hash%3A931688d894557a985f5bbfecifef553ad40cddb7a%9301ed847b%aab 15797664 AY {5 {3 {é T[

V' Practical Threat Inte... 43} Analyzing Network... [7] Nixntel's OSINTRe.. (@ My Footbalk Watch.. () Logo Creator - Mak.. [@ Photopea | Online.. @@ How To Check Web... >

O urlscan. ! & Live B2 API 4 Blog Docs (&1 Pricing i Login

Search for domains, IPs, filenames, hashes, ASNs

hash:231688d894557a985f5bbfec7fef553ad40cddb7a99301ed847b%aa615797664 Q search 3 © Help

Searchresults

@ URL Age Size « IPs v f#&
O support.microsoft.com/en-gh/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-.. @ 6 minutes B aMB 78 17 4 mm
O  supportmicrosoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-.. m 3Sminutes 5 1MB 73 16 5 @
O support.microsoft.com/en-gb/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-.. T 39 minutes B aMB 75 17 4 mm
O support.microsoft.com/en-us/windows/windows-update-fag-8a903416-6f45-0718-f5¢7-.. m 57minutes B¢ 1MB 80 17 5 @
D support.microsoft.com/en-gb/windo ndows-update-faq-8a903416-6f45-0718-f5¢7-... ™  1hour B amMB 77 18 5 mm
ik nlmcnmn B mmn fen e hsdimdnain hsimdmnsin o dnba £an OAONNAAL LEAC ATAD £C-7T I 4L ER anan T a7 A -

Figure 44 Search for hash in the search field

Now, we can see others websites that have used the same hash.
e Example 4: Search for Filenames

The same thing as we described in the previous case, the same filename can be used by the
threat actor but with different domains name. We can use the same technique as we did to
find the domain or website that used the filename. Be aware that the same file name does
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not mean that the file is the same, you need to compare the hash and also the file content
to ensure that the files are the same. For instance.
From the HTTP transaction, copy the file you wish to check

GET 200  iefaultaspx 2KE  104ms Document 2603:1030:c04:3:116
H/1.1 OK feZ2.update.microsoft.com/windowsupdate/vé/ text/html == MICROSOFT-CORP-MS...

http://windowsupdate.microsoft.com/
http://fe2.update.microsoft.com/
http://fe2.update.microsoft.com/windowsupdate/vé/default.aspx

General ® Show headers _ A Goto

FullURL  http:/fe2.update.microsoft.com/windowsupdate/vé/default.aspx

Requested by  Host: ctldlwindowsupdate.com
URL: http://ctldl.windowsupdate.com/
Protocol  HTTF/1.1
Server = 7403:1030:c04:3:116, United States, ASNB075 (MICROSOFT-CORP-MSN-AS-BLOCK, US),

Reverse DNS

Software  Microsoft-115/10.0 / ASPNET

ResourceHash  931688d894557a985f Sbbfec7fef553ad40cddb7ag9301ed347b9aa615797664

Figure 45 Search for hash details
Go to search, enter the query as you see in the picture below, and all the results from the

search will appear.

C (3 https;//urlscan.io/search/#filename:"default.aspx” A s 0 o=

Practical Threat Inte... 43} Analyzing Network.. [] Nixintel's OSINT Re... (@) My Footbalk Watch.. (%) Logo Creator- Mak.. [@ Photopea|Online.. @3 How To Check Web... > | B

O uriscan. A Home QSearch @live EEAPI 4 Blog MbDocs @ rricing A Login SecurityTrails

*Recorded Futre’ Company

Search for domains, IPs, filenames, hashes, ASNs

filename:"default.aspx'| m ©Help

Searchresults

@ URL Age Size & IPps ™ &
O norway.mfa.gov.ge/default.aspx?sec_id=438&lang=1 m 40seconds 5% 2MB 53 5 4
O gatarmfagov.ge/defaultaspx?sec id=442&lang=1 m 55seconds EF 2MB 57 5 4 #
O mexico.mfa.gov.ge/default.aspx?sec_id=433&lang=1 3 2 minutes B 1MB 52 5 4
mc.login.exacttarget.com/hub-cas/login?service=https%3a%2f%2fmc.s11.exacttarget... m 3minutes  5¢ 2MB 52 8 4 Hm

O support.microsoft.com/en-gb/windows/windows-update-fag-8a903416-645-0718-f5¢7-.. m 15 minutes &% 1MB 78 17 4 E=
icpa.org/Pages/default.aspx 3 22 minutes 2 7MB 38 9 =

O login.microsoftonline.com/05d75c05-fala-42e7-9cf1-eb416c396f2d/0auth2/authorize... m 38 minutes B¥  619KB 19 5 3 11

Figure 46 Search for filename details

In order to verify if the file is unique, click on the URL, and go to the HTTP transaction to
compare the hash and the file content.

You can perform many types of searches using the search field. As a security guy, you should
know what you are looking for before searching. The best way to learn is by practicing on a
daily basis.
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4 Conclusion

URLSCAN is a very amazing tool that all security guys should use to make easier their job
while analyzing different information as we showed in our examples.

The tool can help you save many times as it contains many types of queries that will help
you to find more information during your analysis.

If you never used it, it is time for you to start using and if you did not know the features we
explained, then | suppose that you already know so enjoy.
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